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By Royal Charter

Experienced: The world
first National Standards
body founding member of
ISO.
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British Standards

Thought Leaders: Shaped world’s most adopted
standards including 1ISO 9001, 1SO 45001, I1SO 27001
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(1987) mu’E Quality
BS 5750 (1979) > ISO 9001

(1996) 3=1% Environment
BS 7750 (1992) > ISO 14001

(2005) EfZ =
Information security
BS 7799 (1995) > IS0 27001

(1999) HiZEZ = #5% Health & Safety
BS 8800 (1996) > BS OHSAS 18001

Reputable
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(2012) ZEFHE
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BS 25999 (2007) > ISO 22301
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Standards Leader -Over 100 years

... to the
Internet of

Information Security Connected and Robot Ethics / Atrtificial Smart Cities / Building
Autonomous Vehicles Intelligence Information Modelling



ISO/BSI —London Declaration
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ISO Secretary-General Sergio Muijica, ISO President Eddy Njoroge, Dr Scott
Sl Steedman, Director-General, Standards at BSI.



BSI BEIKAFEHEHEAIEITE

§*HjZ,%%1S‘F
PAS 2060:2014 . I1SO 14064 i nE. =
petiaton o e ceonsitn ERE(1) AT
EXEMBZEAZBRGEEESE e
(TAF) R Z REEHF N ERE O )
HHEEFELR

@ rAs 2050 E Tk B INEE

= I\
| 1o oo ; L 34t pot = T \\1: (HR) A__J
o’ EE<'1%%* _.I-ln E/%% ?

SiRERKE BENS&EZER IEE
HIRRESFIRE

— w @ ras2060:2014
e - - Bk PSR
1ISO [t P2 #H 48; #% FA PAS 2050

2270 1S0O 14067 fix & IME $E S
W s e BHEESIR

@ /50 14067 ix BEFES
1ISG DIS 14068
Gree ga#rManagement and climate change

a2{c2mE Ao
management and related activities — Carbon neutrality




Our Service

SCREEN
D
bsi. BSCL

T - 47 Assess 2 $& Support

%12 Embed

< ‘2= Share SETEZIER
23 Shape ] - BT
BViS Shap SO nRE L R - EEERNR
S EEON &
SEEE (SO - EREES LRSS A TR %jW% - THIE-
" BPRERE - - ERTE RREREE BB - B AR - BERE
BB - EN P RS P EBRERELR - CEIEH i
- BEE 2% - BS - ESHR . HSE
° /[)\\/%Tﬁi% - PAS Eéﬁﬁﬁi@ 58,000 éi_k,_ﬂzﬁﬁgﬂ ° Kitemark and CE marking
B KEFHBIE o Bt
Bamst - R 108 AL L2 5BSI BS| &% BT (E %ﬁﬁgﬁﬁﬁﬁ%
1921'2013$Eﬂ¥‘1¥ ille,-_%-m 9 3/10 SCREEN ;ZE}"{%WEL\E%‘LHE
EENEESEERT ' RE
28% BSI& RIS W SRR 195,000 K
WEBEEEET m
e #8238 128,0001E it 24
9.2/10-2HEERE
EiSE)

bsi.



making excellence a habit”




/

=722050
ﬁ“gigﬁg

+ _ AR SEE AR

HiRER
BEE

EEEEL
R it

2w

fix 178
R




1.
2.

FANIEEERY |, (Just Transition)? fix & 1E? ’
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O (HFEERIBE-TIXEIEHS Global Risk Report
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’Cllmﬂln action faire

’ Waapons of mass destruction

’Elludhlemlty loes
.Nnmral FEGOWTS orises

Dabt criess ’UWIHM crizas

IT Infrastrusciure bmahdnwn’ .‘, " ’Eﬁlmﬂm}rﬂ}' fallurs
Intepstate: condlict Prolongsd Soclal cohesion erosion
| stagnation
Social sacurity m\ma‘ | .
. Involuntary migration
Avsrags " Interstate retations fracture
r i mn b b a et csin -
340

Aszst bubbis h!urst’ ‘Digrra; powsr corcantration

’ Recource geopolitization
’ Gtata collapse nfnfmna .'mum gisillusionment
failurs ’
.’. Geophysical disasters
Backiazh against ECIBHBS’ 1’ bt b
Commedity shocks
Tech govemnance faiurs
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What Phishing looks like - Example 1 BAh =

] ) v s 2 s o e
| Q @ OneNote Colabonador ivitada
oow " Group Proposal
John Smith Sent you a file | S ) 3
Here's the document that John Smith shared with you.
<8
VIEW FILE

‘: This link will work for anyone,

This is a tricky one and it looks so legit. John Smith is a colleague you have been working with.
However, the URL is taking to anon | website https://castleberryisdnet-my.sharepoint.com/

= .
= Microsoft Privacy Statement

bsi.



hat Phishing looks like —
{lRE Apple & FE &=V IR SR

Apple Service 'FL %
S <corp@sslserver. @

ﬁ,k_

Apple 1D

Apple ID

Your Apple account Has Been Limited

1 Manage your Apple account

¥'s Deen Ity D your 3 Jl see

FPleass update your paymaent details i the next 48 hours by

of your Apple services

Your account for everything Apple.

|

clichmg the Button abowe o avoid the suspeniaon and of imitation

bsi.
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A brief History of Organizational Resilience

Concept of different BS 65000
levels of ‘resilience’ World'’s first Standard
maturity for Organizational
Resilience
Emerging as a principle in
academic areas over last 15
years
[ |
I I
2000 2014

bsi.

Designed by
industry,

for industry

and backed by
government



Resilience

Organizational Resilience is “the ability of an
organization to anticipate, prepare for,
respond and adapt to incremental change
and sudden disruptions in order to survive
and prosper.”

AR HER T EFMERMIRA - FON
B - EFMERS EE’J“H:.EF'*I]%E““EPI%zﬁﬂﬁ
Hom

bSl. Copyright © 2018 BSI. All rights reserved. v
; INTERNATIONAL ORGANIZATIONAL }

. i RESILIENCE AWARDS
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- —
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..expanding internationally ISO 22316...published
Q12017

Number of representations on committee by nationality

INTERNATIONAL ISO

Australia  (5) mhws Norway (1) HESa .
Canada (12) = RUSSIa (1)
China (1) Singapore (1)
France  (3) D= S Africa (1)
Germany (3) @®; S Korea (3) O amatisia] resiion o PieieS
Indonesia (2) mmm Sweden (3) i Sios i i
Italy (2) Switzerland (1) -
Japan (4) == UK (6)
Mexico  (2) USA (12)
Neths (2) S

Key countries involved, France via Government, USA via ASIS,

ICOR, and the NFPA, UK via Government, BCI, UKAS, PWC,

Australia via Government

NB at ISO representation is on a country by country basis rather than organizations

Copyright © 2018 BSL. All rights reserved. Igé,o

bsi.



Organizational Resilience Index

1. Leadership
2 2. Vision & Purpose
(7] . .
ER e ks 3 R.eputa.ltlonal Risk
A L BEagg BB $ 4. Financial Aspects
—
5. Resource Management
oo CLED
1. Culture
s UHER %_ 2. Community
2 3. Awareness and Training
I 4. Alignment
EEEEE ZAEH
1. Governance
EEEE Tk @ 2. Business Continuity
s 3. Supply Chain
% m .
1~ J—— _— 4. Information & Knowledge
HEAEN SRE - - i i
g A AE 8 1. Horlzon.Scannlng
3 2. Innovation
& 3. Adaptive Capacity

(]
SI. Copyright © 2018 BSI. All rights reserved



Resilience 4 KXEZH
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RITERMFEHAEGTIE

- Improves stakeholder consensus (2= 1HE & A9 3E)
 More predictability (EET] &)

- More sustainable growth (K&K &)

- Agent of robust change to operation (iS22 EE
- Balance risk (@) and opportunity (/& b £ # & f9 T 1)

- Reconcile long and short term priorities (17 R AFiEHI B L E1E)

bsi.

30

RESILIENCE




#BEBENINE IR HEEISEPRAY&ES

REBRIERM AR AEAZEI T

RiEERGE KEEBENERHEE —Z ZENERET
4 HEiE 2 K ERIB RIREREES:

\0

> =iEFF471:1S022301
> (HIEHER)14: ESG
> Bll#ltE: 1SO 27001. CAS. NIST
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FERERIBETS:
ISO 22301 =&3&

m
il

BEERG
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BS 25999:2007 =3EHEE IR 2 MITE - ABSIFRHIE K i
Ry - WERIRERHE—EU@E/ERAEEENE - 15
BHEMOZETRTRENERT - DRFREESERET -

1SO 22301:2012 BESME R A MITE - HEBIEELE
S%EBS 25999 part-2@ I —EESRERS EEHE
HIBH MM - WAVILBS 250005 5 AR Y BB E
HIBHMIEE - TIBS 2509950201211 F1 BER B -

ISO 22301:2019 updating version

bsi.

BS EN IS0 22301:2019

BSI Standards Publication

Security and resilience — Business continuity
management systems — Requirements

bsi.



Plan-Do-Check-Act (PDCA) cycle

34

bsi.

HEE
Interested
Parties

C

=

54

7

=y

|

MHEANE
Maintain &
Improve
(TEDACT)

|

&

BEEERFETE LR

|

#£17Establish
(5TZ=PLAN)

Monitor &

Review

J

}\\\,_’

|

BITUETF
Implement &
Operate
(#17DO)

|

HEE
Interested
Parties
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Capacity of 1
operations

A

Shortened
disruption

Resumption of activities at
acceptable capacity within
acceptable timeframe

WITH business
continuity

Mitigating, :
responding to | T
and managing ! L
impacts i 2
N ————— -

/"’\WITHOUT business
*4 continuity

~ Minimum
acceptable
capacity

bsi.

Incident Recovery
time —

objective

Time at

._which impacts
" become
nacceptab

Time



TH $3 & 20 o |

V. S S ]:ﬂ: ——

AR EEGEEE
Capacity of 1 Resumption of activities at
operations

Shortened
acceptable capacity within

disruption
acceptable timeframe

WITH business
continuity

Contr:olled

’0
' -
,a\WITHOpT business
; o continuity
response K
i ; i :L - ’
el i e s e e (e e besees e ;—;—,- ——————————————
1 i . i -~ 4 i d
X Mitigating, : 5 o ~ Minimum
% respondingto | /,f acceptable
\ and managing | el capacity
i . i 1
\ impacts ¢
. Time
Time at
_ which impacts
~ become
unacceptable

bsi.
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Build a robust and resilient organization

21 —fEl5R KM A e RV AR 4

EERERHAGTEPEHRBUIERNAEENHFERNEMRN
AR F5RIBE

Business continuity management is the process of
implementing and maintaining business continuity in
order to prevent loss and prepare for, mitigate and
manage disruptions.




A RV = )

I
[@j
i
!
i

. « proactively improves an organization’s resilience against the disruption
Improves resilience of its ability to achieve its key objectives

= ERE - NEHBEBEEREBEIRRE Z KIERE ]

Restores ability to deliver  provides a rehearsed method of restoring an organization’s ability to
products and services

supply its critical products and services to an agreed level within an
P n agreed time after a disruption
RlEseh Bk R85 hb . REEHEHEREN 2R

/ \ I\ nt

« delivers a proven capability to manage a business disruption and
Manages business disruptions protect the organization’s reputation and brand
EESEDPER - BIRAKERENEN USHESEDERREABEEKRmE

bsi.



JEmEE EB20MEHBE EETRMN2EH8E - HAORTE

B BEETEE

FE2EANTEREFA FEEBNTERERE B 12 EREFEEFRiGEE
( BISiEBESR) ( BEBIEREHE) TEMESIER
D, FRHESEER r, FERREEN BHETRE
;%:—:E 18.6 ,;E} 9.0 64.8%
S L P AOAREE
18.2 8 6.6 & s
E2FEk HiBMER '"ISB Urisias
O 161 5.2 @0 51.7%
HiEME sk Tieat&iEmm
15.8 — 5.0 ﬁ 43.6%
m AREEUEREE NS 1R BTk
= 15.3 4.8 40.3%
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IR EEREEEERELIE - EETCUETIERMNEK - BEUEDPEEHEE
IFEEfREEA 4 - DIBREPE S ErITImE - #F - AEURER -

IR EZEFRENE—MRIEEK - BEMNERRAAHES - =SS - FAwmERRE - HENER
HE - BEERERZEERIGMEGE 1’E2¥aiﬁ£—i?‘§:ﬁﬁrﬁﬁﬁlm

IR IE AR Fr A R AR B FRAR RV AR 4 - LUZER:
a) Bl - #RFUNESERFEETERR ;

b) SKEMFRILZEEHEBERINTSNH ;
c) FEATEPEEENER - LIFRHERURRNWEENEBRHEEmMRS ;
d) SXKEBEEFEEHZRF(BCMS)WARGER - DUBEZEZHMH

IR E D RRFA G —EASEE A G NRGTSEHBRNEER,
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Key Services and Products Technical/work skill
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B 1EE . EFHILRE
SRILEE + TEESHZEE
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P 9h B3 2 (8B 151) :
| Area | iemalandextomelissues

BT BURBE, BUNREE, LTLIRREASN, EZSHRE, ENEIEERNL BSHE ZHEHE

S SRER, EMNER, ESE FEXENLZE
=N A=, BER/KIKRE), REBREE, MAHEHR, (RIERHRE
Bo EEF AR E, EXEF(recall)
RAKE  COVID-19, e/, thE, &K, B, KILEE, BE. ..
A COVID-19, B @Rins%, B, B1R, HRUER, E LR N, BEL, ERKIE
ehfisets  AFREPE, ARG EEREWE, ITRIG/KIEERE, REENAE, REZE
AR MHRIAEBZE), TP, 2/, B, &8, BR/IERRE, 2 MEXEE, AR

HAth DmBE, 815, ARZEME, ERAE



REN S ab=RE (S H) )

AER%EE TAEREESE | BAEEHEE AR 7 480 4 S B =/ 428~ s 40 o 2 P
EEASRIBE SESRESHL SRRt ch - STRESER 8L 2
BT - B
ErE
K (PIED)
yhEpisEE TAEHERSE | BEEHERE 7488 42 2 21— 12 o 2P
K (ShFR) ABIEE BRE  BHXEE SE B2 RE A
EJZEZ‘TE SEDE  HHERS e
B T B IThET - ERINR B BKE = BIEL G EEn
7k THERSH - & Bk & NA
@K

bsi.



Emergency response plan 22 EE51E (A3 /HH) 45

Check point Condition description | Yes/ No/ NA

N ZEHEZIEEHEYE ?

NG EEMTEEESTAEERE ?

N BEZETAINBCOVID-19E = FEH iz ?
/\TE?ELHW%%BCOVID-’I9?%%3;%%1%(&!] B (= =
B BFEE - THE - BE=E - LolEEAES - 1HE
IE’#&E’? ERC-EBIXEE)?

N ZEEUAINLECOVID-19FHESBHANSE ?
NEERRUMEEHFER EFEEHAE ?
NEEEEUEZE ZIREERS] ?

NElEEHEIUBZE ZEBHE ?

NEl GBI RS 2 EH S ?
NEERAEURREE ZBEEHE ?

=aB R RENERAES Z EEE(20:COVIDHA
B EF K IFE) ?

HAth

bsi.




Crisis management plan E#ZE5E (A S]/HA)

46

Check point

Condition description

Yes/ No/ NA

NEIZABRHEE/ A ?
ek E R/ ERE RIS ?

NEEEBEIIANINEBCOVID-19:3 B (a4 -

A B4R - ERBIEER C AiRE) ?

NEEEEILEBRHR(NER - HED - B

e~ B15) 7

IETV B E PRI HRL?
NEEEEVBBHRMEZLBBANR?
NEEEEUM—RNSEEM ?
AElEEEHERCOVID-192&F1E ?

bsi.




Resilience Educatmn

Two ways to develop Emotlonal Reslllence

BiEZ2MXHHNEERE
- EIRNEE—ERMASELTYNESTSY - I

s e P E R IR IR E SR RANEZEHKS -
s 2RFEEERATHMMEZTEETER - 1S
SAU R E CERH - EEREMENEY) -

B30 7E 1t PR B S RIS B A0 i 75 14 S8 S A S B o
B . BIEBRMMEEL - BB -

bSl. CCCCCCCCCC © 2022 Bsl . Allrights reserved



Resilience Education

Twha ways to develop Emotlonal Resillence

2 Education

Devnbap shille and pracel L=

1 Experience

Loarn by geing thraugh it

B4t

TEACH PRACTICE CHALLENGE

2B BBEES IR

- ZUENM - EEEEZERE - M-AMEEZ2EAVH |

- BER[BCKRERR - URH BRI

- MOIDIEHIE X EFEE - FPNEZFNED - MARSEHRSRE - EmEBIMME
M—is LR/ NERRE -

« BUFMEMESREEBRYOE - RS RMIERITPEZERIBED

« BIEEEEAEONWRMMEEERNERUNEIR B RRERIREHRENMPIEL
EETDFEER -

- FERA - REBRNELGEETREENREZERTEHAVRIZIRITE LB E

N\ Lot

7 - BER - BEEZFEDBRE/ - oEEEERSRISERIOEE

bsi.
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2 Education

Devnbap shille and praceice

B4t

TEACH PRACTICE CHALLENGE

HEHERIENREBR KEHLR)
- IRKRE - WEBEFMUN— BT AR EMMMRZEEC 2

HoCEEENSEYN—E7D -

- BV FESMMIHENSERNSE B EE RS
{FIE 5 nl BE se AR 1 I I # 45 RIRIT S48 -

- WEAICHNEEHEAZERLIIMISERMIELE - ZRELLOHS
BANIFEEFNSEEER —BET - BMMNSEEn T ERE
HMAURMPECEER/ETE

2

(I

NRE

tl

bsi.
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b4 2050 JHSWE
JE!QUUS! Transition)nal z

kperience

by going through it

PRACTICE

REE l
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JUPPORTING OUR CUSTOMERS -
ON THE PATH 10 Mctoseft Coud

for
Datacenters are the compute engie of the cloud Sustainabiity

CORD
We are buldng e BRE

simtz amtm ﬂ E.PORT

o
CRERO um,,#ﬁ:i’ A Reuce

10040010 b carbon emissions
commitment

renew

N
® (&
resurces  restore

Iovte how we buid and operate
datacenters

carbon

: it
negative Creuldr Centers

"N ) Will help us extend the
e~ < S\ Ifecyce of our servers

.| Reduce rei
waste |1l

o desel backup

Reduce embodied carbon

2L Provide mere rengwable A5 construction

reloble energylo the gid

Advance wateriess

Grassroots contaln carbon,
when the grass is eaten
above ground, the roots
are released in the soil

Roots are made of carbon
that once came from the airl

SOIL ORGANIC
MATTER

\\ LITHOSPHERE

Decaying Organisms
are made of carbon

Taking stored carbon
from fossil fuels

Fossil Carbon

https://www.carboncycle.org/
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infrastructure carbon
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PAS 2080 provides a common framework
that all parts of the value chain can apply, ©
helping them reduce both carbon use and

costs throughout a project. \f
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PAS 2080 #117%

® Asset owner/manager
® Designer

® Constructor

a ) fREEF S ERRRITR IR
2 LIRREBEMBE/AE - RETE
%Dﬂ‘?HJr/J—uuﬁi\EPﬁTmﬂ/\f’E ;

b ) EXEEm/M R B 1R Rk
/9177_71< ¢

® Product/material suppliers
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Continual
improvement

Target
m

5
: PAS 2080 Clause
Leadershlp . reference number

o Governance

Carbon Management Process e

Work stages of
infrastructure delivery

Buipodey

Quantification of GHG emissions

Challenge the status quo to drive low carbon actions

.

Carbon Reduction
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What’s “Net Zero”’ 69
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o
AN

Measures to Measures to
lower emissions remove emissions
Net Zero
For example: For example: o
-Invest in green -Forest expansions — ance between
technology -Direct air capture = amountof GHG produced
. and removed from
‘9 o the atmosphere

o
bSl. BRI https://www.greenmatch.co.uk/blog/2021/02/renewable-path-to-net-zero-emissions
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Figure [I] Overview of GHG Protocol scopes and emissions across the value chain
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ERAR : GHG Protocol (website) Technical Guidance for Calculating Scope 3 Emissions (version 1.0)
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